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Create applications that deliver interactive content to Cisco IP Phones Learn information and techniques vital to building and integrating third-party services for Cisco IP
Phones Understand the development process using XML and HTTP client and server applications to successfully build a service Discover advanced services information
about objects, advanced runtime generation, and other XML development tools Utilize the provided CallManager Simulator to support an IP phone for development
purposes Get the most out of your IP phone systems with strategies and solutions direct from the Cisco teamServices on Cisco IP Phones help you enhance
productivity, gain the competitive advantage, and even help generate revenue. Services are simply applications that run on the phone rather than on a PC or a web
browser. By developing services tailored to your particular needs, you can achieve unlimited goals.Cisco AVVID IP Telephony provides an end-to-end voice-over-IP
solution for enterprises. Part of that solution are Cisco IP Phones, a family of IP-based phones. Cisco IP Phones feature a large display, an XML micro browser capable of
retrieving content from web servers, and the ability to deploy custom services tailored to your organization's or enterprise's needs.Developing Cisco IP Phone
Servicesuses detailed code samples to explain the tools and processes used to develop custom phone services. You'll learn about XML, CallManager, Cisco IP Phones,
and the history behind why Cisco chose XML to deploy phone services. You'll find detailed information to help you learn how to build a service, how to build a directory,
and how to integrate your service with Cisco CallManager.This book complements and expands on the information provided in the Cisco IP Phone Services Software
Developer's Kit (SDK). With the information in this book, you can maximize your productivity using the tools provided in the SDK and the custom tools provided on the
companion CD-ROM. Beginner and advanced service developers alike benefit from the information in this book.Developing Cisco IP Phone Servicesrepresents the most
comprehensive resource available for developing services for Cisco IP Phones.Companion CD-ROM The CD-ROM contains the sample services that are covered in the
book, development utilities from the Cisco IP Phone Services SDK, and new tools written specifically for this book such as XML Validator. One of the most useful
applications on the CD-ROM is the CallManager Simulator (CM-Sim). CM-Sim significantly lowers the requirements for service development. You only need a Windowsbased PC with CM-Sim and a web server running, and one Cisco IP Phone 7940 or 7960.This book is part of the Cisco Press Networking Technologies Series, which offers
networking professionals valuable information for constructing efficient networks, understanding new technologies, and building successful careers.
Cisco has announced big changes to its certification program. As of February 24, 2020, all current certifications will be retired, and Cisco will begin offering new
certification programs. The good news is if you’re working toward any current CCNA certification, keep going. You have until February 24, 2020 to complete your
current CCNA. If you already have CCENT/ICND1 certification and would like to earn CCNA, you have until February 23, 2020 to complete your CCNA certification in the
current program. Likewise, if you’re thinking of completing the current CCENT/ICND1, ICND2, or CCNA Routing and Switching certification, you can still complete them
between now and February 23, 2020. Lay the foundation for a successful career in network security CCNA Security Study Guide offers comprehensive review for Exam
210-260. Packed with concise explanations of core security concepts, this book is designed to help you successfully prepare for the exam. Expert instruction guides you
through critical concepts relating to secure network infrastructure, access management, VPN encryption, Firewalls, intrusion prevention and more, with complete
coverage of the CCNA exam objectives. Practical examples allow you to apply your skills in real-world scenarios, helping you transition effectively from "learning" to
"doing". You also get access to the Sybex online learning environment, featuring the tools you need to maximize your study time: key terminology and flash cards allow
you to study anytime, anywhere, while chapter tests and practice exams help you track your progress and gauge your readiness along the way. The CCNA Security
certification tests your knowledge of secure network installation, monitoring, and troubleshooting using Cisco security hardware and software solutions. When you're
ready to get serious about preparing for the exam, this book gives you the advantage of complete coverage, real-world application, and extensive learning aids to help
you pass with confidence. Master Cisco security essentials, standards, and core technologies Work through practical examples drawn from real-world examples Track
your progress with online study aids and self-tests Develop critical competencies in maintaining data integrity, confidentiality, and availability Earning your CCNA
Security certification validates your abilities in areas that define careers including network security, administrator, and network security support engineer. With data
threats continuing to mount, the demand for this skill set will only continue to grow—and in an employer's eyes, a CCNA certification makes you a true professional.
CCNA Security Study Guide is the ideal preparation resource for candidates looking to not only pass the exam, but also succeed in the field.
What is AVVID? Previously called Configuring Cisco Communications Networks (CCN), Architecture for Voice, Video, and Integrated Data (AVVID) is the latest
development from Cisco Systems that will soon redefine the way businesses communicate. AVVID allows businesses to transmit voice, data, and video over one
combined architecture, whereas in the past, three separate systems were required. Configuring Cisco AVVID will be the first book to discuss the components of the
AVVID architecture and will be timed to release with the launch of the technology in early 2000. A practical guide to the AVVID technology this book will include an
introduction to AVVID, and its software, hardware, network architecture, installation, operation and configuration. Topics include CallManager, Cisco Gateways, and
IPCC (Cisco IP Contact Center). * The first book to discuss the components of this important new technology * Practical guide; many engineers will find this a great
source of AVVID product knowledge * Cisco is planning to launch AVVID hardware and software in Spring 2000 - demand is already high for information * Book will be
timed to release with technology
Cisco® Unified Presence offers companies powerful opportunities to improve productivity. Building on the migration to IP telephony and the deployment of Cisco
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Unified Communications environments, it helps people find each other faster, solve problems more quickly, pursue opportunities with more agility, and increase
customer satisfaction. Written by three leading Cisco experts, Cisco Unified Presence Fundamentals explains the concepts behind Unified Presence, the technologies
involved, their interdependencies, and how to troubleshoot them. The authors support their discussions of concepts and techniques with many sample applications,
guiding network professionals to real-world mastery even if they have never used presence technologies. This book will be an indispensable resource for all Cisco
partners and system integrators who need to understand Unified Presence and build solutions, and for all IT and networking professionals who must work with or
support those solutions. This is the only book that Walks readers step by step through configuring Cisco Unified Presence Presents practical sample applications that
encourage readers to explore and innovate in their own organizations Thoroughly covers the technical aspects of deploying Presence and explains how it can be used
within key vertical markets Presents troubleshooting techniques from both server- and client-side perspectives Plan, install, configure, support, and profit from Cisco
Unified Presence Understand the components of a Cisco Unified Presence solution and how they fit together Gain valuable insight into how Cisco Unified Presence can
increase productivity, scheduling capabilities, and interactivity for evolving industries Understand crucial interdependencies that impact Cisco Unified Presence design,
functionality, and behavior Configure Cisco Unified Presence for Federation Understand how to resolve Unified Presence issues with built-in tools and diagnostic utilities
This book is part of the Cisco Press® Fundamentals Series. Books in this series introduce networking professionals to new networking technologies, covering network
topologies, sample deployment concepts, passwords, and management techniques.
Cisco Unity Connection
Network World
Configuring Cisco AVVID
Deploying Cisco Voice Over IP Solutions
CCNA Security Study Guide
A Cisco AVVID Solution
For more than 40 years, Computerworld has been the leading source of technology news and information for IT influencers worldwide. Computerworld's award-winning Web site
(Computerworld.com), twice-monthly publication, focused conference series and custom research form the hub of the world's largest global IT media network.
"Richard Deal's gift of making difficult technology concepts understandable has remained constant. Whether it is presenting to a room of information technology professionals or writing
books, Richard's communication skills are unsurpassed. As information technology professionals we are faced with overcoming challenges every day...Cisco ASA Configuration is a great
reference and tool for answering our challenges." --From the Foreword by Steve Marcinek (CCIE 7225), Systems Engineer, Cisco Systems A hands-on guide to implementing Cisco ASA
Configure and maintain a Cisco ASA platform to meet the requirements of your security policy. Cisco ASA Configuration shows you how to control traffic in the corporate network and protect it
from internal and external threats. This comprehensive resource covers the latest features available in Cisco ASA version 8.0, and includes detailed examples of complex configurations and
troubleshooting. Implement and manage Cisco's powerful, multifunction network adaptive security appliance with help from this definitive guide. Configure Cisco ASA using the command-line
interface (CLI) and Adaptive Security Device Manager (ASDM) Control traffic through the appliance with access control lists (ACLs) and object groups Filter Java, ActiveX, and web content
Authenticate and authorize connections using Cut-through Proxy (CTP) Use Modular Policy Framework (MPF) to configure security appliance features Perform protocol and application
inspection Enable IPSec site-to-site and remote access connections Configure WebVPN components for SSL VPN access Implement advanced features, including the transparent firewall,
security contexts, and failover Detect and prevent network attacks Prepare and manage the AIP-SSM and CSC-SSM cards
A tutorial-based approach which will help you understand the practical methodologies and deploying of Cisco UCS components. If you are a professional such as a system, network, or storage
administrator who is responsible for Cisco UCS deployments, this is the perfect book for you. You should have some basic knowledge of the server’s architecture, network, and storage
technologies. Familiarity with virtualization technologies is also recommended (though not necessary) as the majority of real-world UCS deployments run virtualized loads. Knowledge of Nexus
OS is not necessary as the majority of the management tasks are handled in a graphical user interface with very few exceptions using the CLI.
End-to-End Network Security Defense-in-Depth Best practices for assessing and improving network defenses and responding to security incidents Omar Santos Information security practices
have evolved from Internet perimeter protection to an in-depth defense model in which multiple countermeasures are layered throughout the infrastructure to address vulnerabilities and
attacks. This is necessary due to increased attack frequency, diverse attack sophistication, and the rapid nature of attack velocity—all blurring the boundaries between the network and
perimeter. End-to-End Network Security is designed to counter the new generation of complex threats. Adopting this robust security strategy defends against highly sophisticated attacks that
can occur at multiple locations in your network. The ultimate goal is to deploy a set of security capabilities that together create an intelligent, self-defending network that identifies attacks as
they occur, generates alerts as appropriate, and then automatically responds. End-to-End Network Security provides you with a comprehensive look at the mechanisms to counter threats to
each part of your network. The book starts with a review of network security technologies then covers the six-step methodology for incident response and best practices from proactive
security frameworks. Later chapters cover wireless network security, IP telephony security, data center security, and IPv6 security. Finally, several case studies representing small, medium,
and large enterprises provide detailed example configurations and implementation strategies of best practices learned in earlier chapters. Adopting the techniques and strategies outlined in
this book enables you to prevent day-zero attacks, improve your overall security posture, build strong policies, and deploy intelligent, self-defending networks. “Within these pages, you will
find many practical tools, both process related and technology related, that you can draw on to improve your risk mitigation strategies.” —Bruce Murphy, Vice President, World Wide Security
Practices, Cisco Omar Santos is a senior network security engineer at Cisco®. Omar has designed, implemented, and supported numerous secure networks for Fortune 500 companies and the
U.S. government. Prior to his current role, he was a technical leader within the World Wide Security Practice and the Cisco Technical Assistance Center (TAC), where he taught, led, and
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mentored many engineers within both organizations. Guard your network with firewalls, VPNs, and intrusion prevention systems Control network access with AAA Enforce security policies
with Cisco Network Admission Control (NAC) Learn how to perform risk and threat analysis Harden your network infrastructure, security policies, and procedures against security threats
Identify and classify security threats Trace back attacks to their source Learn how to best react to security incidents Maintain visibility and control over your network with the SAVE framework
Apply Defense-in-Depth principles to wireless networks, IP telephony networks, data centers, and IPv6 networks This security book is part of the Cisco Press® Networking Technology Series.
Security titles from Cisco Press help networking professionals secure critical data and resources, prevent and mitigate network attacks, and build end-to-end self-defending networks.
Category: Networking: Security Covers: Network security and incident response
Enforcing Host Security with Clean Access
Real-Time Systems
Cisco Unified Communications Manager 8
Planning, Design, Implementation, Operation, and Optimization (paperback)
Automating Cisco Collaboration Solutions CLAUTO (300-835) Exam Practice Questions & Dumps
Developing Cisco IP Phone Services

For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of large organizations.
Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical applications to employee collaboration and
electronic commerce.
Learn how to manage and deploy the latest IP services in Cisco-centric networks. Understand VPN security concepts: confidentiality, integrity, origin authentication, non-repudiation, anti-replay, perfect
forward secrecy Deploy quality of service technologies to protect your mission-critical applications Find out how IPsec technology works and how to configure it in IOS Learn how to set up a router as a
firewall and intrusion detection system Gain efficient use of your IP address space with NAT, VLSM, IP unnumbered Solve real-world routing problems with redistribution, route filtering, summarization, policy
routing Enable authentication, authorization, and accounting (AAA) security services wih RADIUS and TACACS+ servers Enhanced IP Services for Cisco Networks is a guide to the new enabling and advanced
IOS services that build more scalable, intelligent, and secure networks. You will learn the technical details necessary to deploy quality of service and VPN technologies, as well as improved security and
advanced routing features. These services will allow you to securely extend the network to new frontiers, protect your network from attacks, and enhance network transport with application-level prioritization.
This book offers a practical guide to implementing IPsec, the IOS Firewall, and IOS Intrusion Detection System. Also included are advanced routing principles and quality of service features that focus on
improving the capability of your network. A good briefing on cryptography fully explains the science that makes VPNs possible. Rather than being another routing book, this is a guide to improving your
network's capabilities by understanding and using the sophisticated features available to you in Cisco's IOS software
Cisco ACI CookbookPackt Publishing Ltd
Delivers the proven solutions that make a difference in your Cisco IP Telephony deployment Learn dial plan best practices that help you configure features such as intercom, group speed dials, music on hold,
extension mobility, and more Understand how to manage and monitor your system proactively for maximum uptime Use dial plan components to reduce your exposure to toll fraud Take advantage of call detail
records for call tracing and accounting, as well as troubleshooting Utilize the many Cisco IP Telephony features to enable branch site deployments Discover the best ways to install, upgrade, patch, and back up
CallManager Learn how backing up to remote media provides both configuration recovery and failure survivability IP telephony represents the future of telecommunications: a converged data and voice
infrastructure boasting greater flexibility and more cost-effective scalability than traditional telephony. Having access to proven best practices, developed in the field by Cisco® IP Telephony experts, helps you
ensure a solid, successful deployment. Cisco CallManager Best Practices offers best practice solutions for CallManager and related IP telephony components such as IP phones, gateways, and applications.
Written in short, to-the-point sections, this book lets you explore the tips, tricks, and lessons learned that will help you plan, install, configure, back up, restore, upgrade, patch, and secure Cisco CallManager,
the core call processing component in a Cisco IP Telephony deployment. You’ll also discover the best ways to use services and parameters, directory integration, call detail records, management and
monitoring applications, and more. Customers inspired this book by asking the same questions time after time: How do I configure intercom? What’s the best way to use partitions and calling search spaces?
How do I deploy CallManager regionally on my WAN? What do all those services really do? How do I know how many calls are active? How do I integrate CallManager with Active Directory? Years of expert
experiences condensed for you in this book enable you to run a top-notch system while enhancing the performance and functionality of your IP telephony deployment.
Delivering Advanced Security Capabilities from Edge to Cloud for IoT
CCNP Security VPN 642-648 Quick Reference
Exam Practice Questions For Automating Cisco Collaboration Solutions CLAUTO (300-835) Latest Version
Securing Cisco IP Telephony Networks
Computerworld
Cisco ISE for BYOD and Secure Unified Access

Email Security with Cisco IronPort thoroughly illuminates the security and performance challenges associated with today’s
messaging environments and shows you how to systematically anticipate and respond to them using Cisco’s IronPort Email Security
Appliance (ESA). Going far beyond any IronPort user guide, leading Cisco expert Chris Porter shows you how to use IronPort to
construct a robust, secure, high-performance email architecture that can resist future attacks. Email Security with Cisco
IronPortpresents specific, proven architecture recommendations for deploying IronPort ESAs in diverse environments to optimize
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reliability and automatically handle failure. The author offers specific recipes for solving a wide range of messaging security
problems, and he demonstrates how to use both basic and advanced features-–including several hidden and undocumented commands. The
author addresses issues ranging from directory integration to performance monitoring and optimization, and he offers powerful
insights into often-ignored email security issues, such as preventing “bounce blowback.” Throughout, he illustrates his solutions
with detailed examples demonstrating how to control ESA configuration through each available interface. Chris Porter,Technical
Solutions Architect at Cisco, focuses on the technical aspects of Cisco IronPort customer engagements. He has more than 12 years
of experience in applications, computing, and security in finance, government, Fortune® 1000, entertainment, and higher education
markets. ·Understand how the Cisco IronPort ESA addresses the key challenges of email security ·Select the best network deployment
model for your environment, and walk through successful installation and configuration ·Configure and optimize Cisco IronPort
ESA’s powerful security, message, and content filtering ·Understand the email pipeline so you can take full advantage of it–and
troubleshoot problems if they occur ·Efficiently control Cisco IronPort ESA through its Web User Interface (WUI) and command-line
interface (CLI) ·Implement reporting, monitoring, logging, and file management ·Integrate Cisco IronPort ESA and your mail
policies with LDAP directories such as Microsoft Active Directory ·Automate and simplify email security administration ·Deploy
multiple Cisco IronPort ESAs and advanced network configurations ·Prepare for emerging shifts in enterprise email usage and new
security challenges This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco Press
help networking professionals secure critical data and resources, prevent and mitigate network attacks, and build end-to-end selfdefending networks.
Cisco's complete, authoritative guide to Authentication, Authorization, and Accounting (AAA) solutions with CiscoSecure ACS AAA
solutions are very frequently used by customers to provide secure access to devices and networks AAA solutions are difficult and
confusing to implement even though they are almost mandatory Helps IT Pros choose the best identity management protocols and
designs for their environments Covers AAA on Cisco routers, switches, access points, and firewalls This is the first complete,
authoritative, single-source guide to implementing, configuring, and managing Authentication, Authorization and Accounting (AAA)
identity management with CiscoSecure Access Control Server (ACS) 4 and 5. Written by three of Cisco's most experienced CiscoSecure
product support experts, it covers all AAA solutions (except NAC) on Cisco routers, switches, access points, firewalls, and
concentrators. It also thoroughly addresses both ACS configuration and troubleshooting, including the use of external databases
supported by ACS. Each of this book's six sections focuses on specific Cisco devices and their AAA configuration with ACS. Each
chapter covers configuration syntax and examples, debug outputs with explanations, and ACS screenshots. Drawing on the authors'
experience with several thousand support cases in organizations of all kinds, AAA Identity Management Security presents pitfalls,
warnings, and tips throughout. Each major topic concludes with a practical, hands-on lab scenario corresponding to a real-life
solution that has been widely implemented by Cisco customers. This book brings together crucial information that was previously
scattered across multiple sources. It will be indispensable to every professional running CiscoSecure ACS 4 or 5, as well as all
candidates for CCSP and CCIE (Security or R and S) certification.
Over 90 recipes to maximize automated solutions and policy-drive application profiles using Cisco ACI About This Book Confidently
provision your virtual and physical infrastructure for application deployment Integrate Cisco ACI with hypervisors and other third
party devices Packed with powerful recipes to automate your IT operations Who This Book Is For If you are a network administrator,
system administrator, or engineer and are aware of the basics of Cisco ACI but want to start using it to automate your tasks, then
this book is for you What You Will Learn Master the Cisco ACI architecture Discover the ACI fabric with easy-to-follow steps Set
up quality of service within ACI Configure external networks with Cisco ACI Integrate with VMware and track VMware virtual
machines Configure apply and verify access policies Extend or migrate a VMware virtual-machine LAN inside the ACI fabric Monitor
ACI with third party tools and troubleshoot issues In Detail Cisco Application Centric Infrastructure (ACI) is a tough
architecture that automates IT tasks and accelerates data-center application deployments. This book focuses on practical recipes
to help you quickly build, manage, and customize hybrid environment for your organization using Cisco ACI. You will begin by
understanding the Cisco ACI architecture and its major components. You will then configure Cisco ACI policies and tenants. Next
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you will connect to hypervisors and other third-party devices. Moving on, you will configure routing to external networks and
within ACI tenants and also learn to secure ACI through RBAC. Furthermore, you will understand how to set up quality of service
and network programming with REST, XML, Python and so on. Finally you will learn to monitor and troubleshoot ACI in the event of
any issues that arise. By the end of the book, you will gain have mastered automating your IT tasks and accelerating the
deployment of your applications. Style and approach A set of exciting recipes to automate your IT operations related to
datacenters, the Cloud, and networking tasks
Install, deploy, troubleshoot Cisco Unified Presence Server and Cisco Unified Personal Communicator.This book covers lots of
undocumented tricks and tips and 3rd-party tools that are useful for troubleshooting CUPS.Presence and instant messagePhone
controlLDAP integrationIP Phone MessengerVoiceMaili integrationWeb Conference IntegrationXMPP/JabberCSF - Client Service
FramworkCUCIMOC - Cisco Unified Communication Integration with Microsoft Office CommunicatorMicrosoft Exchange
integrationMicrosoft OCS integrationLotus Sametime integration3rd-party complianceSee author's blog for more details:
http://htluo.blogspot.comUse coupon "SHOWERS" to get 10% off. Use coupon "FREEMAIL305" to save on shipping (Offer ends April 30,
2010)
Building Rock-solid Networks
Cisco IP Telephony
CCNP and CCIE Data Center Core DCCOR 350-601 Official Cert Guide
Cisco NAC Appliance
Implementing Cisco UCS Solutions
Fully updated: The complete guide to Cisco Identity Services Engine solutions Using Cisco Secure Access Architecture and Cisco Identity Services Engine, you can secure and gain control of access to your
networks in a Bring Your Own Device (BYOD) world. This second edition of Cisco ISE for BYOD and Secure Unified Accesscontains more than eight brand-new chapters as well as extensively updated
coverage of all the previous topics in the first edition book to reflect the latest technologies, features, and best practices of the ISE solution. It begins by reviewing today s business case for identity
solutions. Next, you walk through ISE foundational topics and ISE design. Then you explore how to build an access security policy using the building blocks of ISE. Next are the in-depth and advanced ISE
configuration sections, followed by the troubleshooting and monitoring chapters. Finally, we go in depth on the new TACACS+ device administration solution that is new to ISE and to this second edition.
With this book, you will gain an understanding of ISE configuration, such as identifying users, devices, and security posture; learn about Cisco Secure Access solutions; and master advanced techniques for
securing access to networks, from dynamic segmentation to guest access and everything in between. Drawing on their cutting-edge experience supporting Cisco enterprise customers, the authors offer
in-depth coverage of the complete lifecycle for all relevant ISE solutions, making this book a cornerstone resource whether you re an architect, engineer, operator, or IT manager. · Review evolving
security challenges associated with borderless networks, ubiquitous mobility, and consumerized IT · Understand Cisco Secure Access, the Identity Services Engine (ISE), and the building blocks of
complete solutions · Design an ISE-enabled network, plan/distribute ISE functions, and prepare for rollout · Build context-aware security policies for network access, devices, accounting, and audit ·
Configure device profiles, visibility, endpoint posture assessments, and guest services · Implement secure guest lifecycle management, from WebAuth to sponsored guest access · Configure ISE,
network access devices, and supplicants, step by step · Apply best practices to avoid the pitfalls of BYOD secure access · Set up efficient distributed ISE deployments · Provide remote access VPNs with
ASA and Cisco ISE · Simplify administration with self-service onboarding and registration · Deploy security group access with Cisco TrustSec · Prepare for high availability and disaster scenarios ·
Implement passive identities via ISE-PIC and EZ Connect · Implement TACACS+ using ISE · Monitor, maintain, and troubleshoot ISE and your entire Secure Access system · Administer device AAA with
Cisco IOS, WLC, and Nexus
Master powerful techniques and approaches for securing IoT systems of all kinds‒current and emerging Internet of Things (IoT) technology adoption is accelerating, but IoT presents complex new
security challenges. Fortunately, IoT standards and standardized architectures are emerging to help technical professionals systematically harden their IoT environments. In Orchestrating and
Automating Security for the Internet of Things, three Cisco experts show how to safeguard current and future IoT systems by delivering security through new NFV and SDN architectures and related IoT
security standards. The authors first review the current state of IoT networks and architectures, identifying key security risks associated with nonstandardized early deployments and showing how early
adopters have attempted to respond. Next, they introduce more mature architectures built around NFV and SDN. You ll discover why these lend themselves well to IoT and IoT security, and master
advanced approaches for protecting them. Finally, the authors preview future approaches to improving IoT security and present real-world use case examples. This is an indispensable resource for all
technical and security professionals, business security and risk managers, and consultants who are responsible for systems that incorporate or utilize IoT devices, or expect to be responsible for them. ·
Understand the challenges involved in securing current IoT networks and architectures · Master IoT security fundamentals, standards, and modern best practices · Systematically plan for IoT security ·
Leverage Software-Defined Networking (SDN) and Network Function Virtualization (NFV) to harden IoT networks · Deploy the advanced IoT platform, and use MANO to manage and orchestrate
virtualized network functions · Implement platform security services including identity, authentication, authorization, and accounting · Detect threats and protect data in IoT environments · Secure IoT
in the context of remote access and VPNs · Safeguard the IoT platform itself · Explore use cases ranging from smart cities and advanced energy systems to the connected car · Preview evolving
concepts that will shape the future of IoT security
This is the eBook version of the printed book. If the print book includes a CD-ROM, this content is not included within the eBook version. For organizations of all sizes, the Cisco ASA product family offers
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powerful new tools for maximizing network security. Cisco ASA: All-in-One Firewall, IPS, Anti-X and VPN Adaptive Security Appliance, Second Edition, is Cisco's authoritative practitioner's guide to
planning, deploying, managing, and troubleshooting security with Cisco ASA. Written by two leading Cisco security experts, this book presents each Cisco ASA solution in depth, offering comprehensive
sample configurations, proven troubleshooting methodologies, and debugging examples. Readers will learn about the Cisco ASA Firewall solution and capabilities; secure configuration and
troubleshooting of site-to-site and remote access VPNs; Intrusion Prevention System features built into Cisco ASA's Advanced Inspection and Prevention Security Services Module (AIP-SSM); and Anti-X
features in the ASA Content Security and Control Security Services Module (CSC-SSM). This new edition has been updated with detailed information on the latest ASA models and features. Everything
network professionals need to know to identify, mitigate, and respond to network attacks with Cisco ASA Includes detailed configuration examples, with screenshots and command line references Covers
the ASA 8.2 release Presents complete troubleshooting methodologies and architectural references
If you want to grasp the full length and breadth of the rapidly developing computer telephony field, this book is the place to start. Author Richard Grigonis thoroughly explains even the most abstruse
ideas in a concise manner that is aimed at all kinds of readers -- students, business executives, telecom managers, call center supervisors or entrepreneurial developers. Each encyclopedia entry is both an
adroit explanation of computer telephony technology and a buyer's guide-like discussion of real-world products based upon technology currently available for business and residential communications
solutions. ;
Orchestrating and Automating Security for the Internet of Things
Cisc ISE BYOD Secu ePub ̲2
Expert Administration Cookbook
Email Security with Cisco IronPort
Enhanced IP Services for Cisco Networks
Implementing and Operating Cisco Data Center Core Technologies

The real-world guide to securing Cisco-based IP telephony applications, devices, and networks Cisco IP telephony leverages converged networks to dramatically reduce
TCO and improve ROI. However, its critical importance to business communications and deep integration with enterprise IP networks make it susceptible to attacks that
legacy telecom systems did not face. Now, there’s a comprehensive guide to securing the IP telephony components that ride atop data network infrastructures–and
thereby providing IP telephony services that are safer, more resilient, more stable, and more scalable. Securing Cisco IP Telephony Networks provides comprehensive, upto-date details for securing Cisco IP telephony equipment, underlying infrastructure, and telephony applications. Drawing on ten years of experience, senior network
consultant Akhil Behl offers a complete security framework for use in any Cisco IP telephony environment. You’ll find best practices and detailed configuration examples
for securing Cisco Unified Communications Manager (CUCM), Cisco Unity/Unity Connection, Cisco Unified Presence, Cisco Voice Gateways, Cisco IP Telephony
Endpoints, and many other Cisco IP Telephony applications. The book showcases easy-to-follow Cisco IP Telephony applications and network security-centric examples in
every chapter. This guide is invaluable to every technical professional and IT decision-maker concerned with securing Cisco IP telephony networks, including network
engineers, administrators, architects, managers, security analysts, IT directors, and consultants. Recognize vulnerabilities caused by IP network integration, as well as
VoIP’s unique security requirements Discover how hackers target IP telephony networks and proactively protect against each facet of their attacks Implement a flexible,
proven methodology for end-to-end Cisco IP Telephony security Use a layered (defense-in-depth) approach that builds on underlying network security design Secure
CUCM, Cisco Unity/Unity Connection, CUPS, CUCM Express, and Cisco Unity Express platforms against internal and external threats Establish physical security, Layer 2
and Layer 3 security, and Cisco ASA-based perimeter security Complete coverage of Cisco IP Telephony encryption and authentication fundamentals Configure Cisco IOS
Voice Gateways to help prevent toll fraud and deter attacks Secure Cisco Voice Gatekeepers and Cisco Unified Border Element (CUBE) against rogue endpoints and other
attack vectors Secure Cisco IP telephony endpoints–Cisco Unified IP Phones (wired, wireless, and soft phone) from malicious insiders and external threats This IP
communications book is part of the Cisco Press® Networking Technology Series. IP communications titles from Cisco Press help networking professionals understand
voice and IP telephony technologies, plan and design converged networks, and implement network solutions for increased productivity.
Automating and Programming Cisco Collaboration Solutions (CLAUTO 300-835) is associated with the CCNP Collaboration Certification and DevNet Professional
Certification. It is especially useful for those leading or participating in projects. This exam tests your knowledge of implementing applications that automate and extend
Cisco Collaboration platforms, including: -Programming concepts -APIs and automation protocols -Python programming Preparing for Automating and Programming Cisco
Collaboration Solutions (CLAUTO 300-835)? Here we have brought Best Exam Questions for you so that you can prepare well for this Exam of Automating and
Programming Cisco Collaboration Solutions (CLAUTO 300-835). Unlike other online simulation practice tests, you get a ebook version that is easy to read & remember
these questions. You can simply rely on these questions for successfully certifying this exam.
With the recent availability of high-speed Internet connections to the home and the continued move of workers out of central office locations (whether for travel,
telecommuting, or branch office expansion), Virtual Private Networks (VPNs) have become a critical part of corporate network architectures. VPNs use advanced
encryption and tunneling to permit your organization to establish secure, end-to-end, private network connections over third-party networks, such as the Internet. This
new networking paradigm not only adds to the efficiency of the corporate workforce, but it also saves money by leveraging third-party networks and allows you to scale
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your networks with greater ease. Based on the official instructor-led training course of the same name, Cisco Secure Virtual Private Networks is a comprehensive, resultsoriented book designed to give you the knowledge you need to plan, deploy, and manage VPNs in your network environment. Beginning with an overview of VPNs and
IPSec, the book introduces you to the Cisco VPN family of products. It then delves into the details of configuring and troubleshooting IPSec site-to-site VPNs on Cisco
IOS(r) routers and Cisco PIX(r) Firewalls using preshared keys and digital certificates. You learn how to install the VPN 3000 Concentrator and how to configure it for
remote access using preshared keys and digital certificates. Monitoring and administration techniques are also presented. The book concludes with a discussion on the
scalability solutions available for IPSec VPNs. Each chapter includes an explicit set of learning objectives and concludes with a set of review questions to assess your
understanding of the material. Numerous examples are provided throughout, and detailed diagrams help clarify concepts presented in the text. Whether you are preparing
for the Cisco Security Specialist 1 certification or simply want to understand and make the most efficient use of VPNs, Cisco Secure Virtual Private Networks provides you
with a complete solution for designing, implementing, and managing Cisco VPN networks. Prepare for the Cisco Security Specialist 1 VPN exam with the official CSVPN
Coursebook Evaluate the features, functions, and benefits of Cisco VPN products Understand the component technologies that are implemented in Cisco VPN products
Learn the procedures, steps, and commands required to configure and test IPSec in Cisco IOS Software and the Cisco PIX Firewall Install and configure the Cisco VPN
client to create a secure tunnel to a Cisco VPN Concentrator and Cisco PIX Firewall Configure and verify IPSec in the Cisco VPN Concentrator, Cisco router, and Cisco PIX
Firewall Enable interoperability among the Cisco VPN Concentrator, Cisco routers, and Cisco PIX Firewalls Apply scalability and advanced configuration features
supported in the Cisco IPSec implementation Andrew G. Mason, CCIE(r) #7144, CSS-1, CCNP(r): Security, and CCDP(r), is the CEO of three UK-based companies: Mason
Technologies, CCStudy.com, and Boxing Orange. Andrew has 11 years experience in the networking industry and is currently consulting for the largest ISP in the UK. He
is involved daily in the design and implementation of complex secure hosted solutions utilizing products from the Cisco Secure family.
A guide to successful deployment of the Cisco IP Telephony solution Real-world case studies from the Cisco design consulting engineers who developed the PDIOO process
provide practical advice on all stages of successful IPT deployment Concise understanding of the PDIOO phases enables architects and engineers to successfully deploy
the Cisco IPT solution Division of the process into PDIOO phases provides a logical and defined guide for network engineers and architects as they proceed through each
of the phases in deploying the Cisco IPT solution Includes detailed questionnaires for each phase of deployment in the PDIOO cycle—a great aid in understanding
customer networks and requirements Network infrastructure design, call processing infrastructure design and applications, and voice-mail system design are covered in
depth Cisco® IP Telephony (IPT) solutions are being deployed at an accelerated rate, and network architects and engineers need to understand the various phases
involved in successful deployment: planning, design, implementation, operation, and optimization (PDIOO). On the road to that understanding, those involved need to
collect information for each phase of deployment, and then follow through with the best architecture, deployment model, and implementation based on the data collected.
Cisco IP Telephony: Planning, Design, Implementation, Operation, and Optimization is a guide for network architects and engineers as they deploy the Cisco IPT solution.
With this book, you will master the PDIOO phases of the IPT solution, beginning with the requirements necessary for effective planning of a large-scale IPT network. From
there, you’ll follow a step-by-step approach to choose the right architecture and deployment model. Real-world examples and explanations with technical details, design
tips, network illustrations, and sample configurations illustrate each step in the process of planning, designing, implementing, operating, and optimizing a chosen
architecture based on information you have collected. In-depth instruction on each PDIOO phase provides specific details about the tasks involved and best practices for
successful implementation of the IPT solution. This book also contains predesigned questionnaires and PDIOO assistance tools that help you determine the requirements
of each phase of the PDIOO cycle. Authors Ramesh Kaza and Salman Asadullah have been involved with Cisco IPT solutions from the beginning and have planned,
designed, and implemented major IPT networks using the guidelines found here. Cisco IP Telephony: Planning, Design, Implementation, Operation, and Optimization
provides the step-by-step explanations, details, and best practices acquired by the authors while working with the top Cisco IPT customers. This book is part of the
Networking Technology Series from Cisco Press®, which offers networking professionals valuable information for constructing efficient networks, understanding new
technologies, and building successful careers.
Implementing Cisco Collaboration Applications (CAPPS) Foundation Learning Guide (CCNP Collaboration Exam 300-085 CAPPS)
Theory and Practice
AAA Administrative Services
Cisco Unified Presence Fundamentals
Cisco ACI Cookbook
Exam 210-260
InfoWorld is targeted to Senior IT professionals. Content is segmented into Channels and Topic Centers. InfoWorld also celebrates people, companies, and
projects.
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Create and manage highly-secure Ipsec VPNs with IKEv2 and Cisco FlexVPN The IKEv2 protocol significantly improves VPN security, and Cisco’s FlexVPN
offers a unified paradigm and command line interface for taking full advantage of it. Simple and modular, FlexVPN relies extensively on tunnel
interfaces while maximizing compatibility with legacy VPNs. Now, two Cisco network security experts offer a complete, easy-tounderstand, and practical
introduction to IKEv2, modern IPsec VPNs, and FlexVPN. The authors explain each key concept, and then guide you through all facets of FlexVPN planning,
deployment, migration, configuration, administration, troubleshooting, and optimization. You’ll discover how IKEv2 improves on IKEv1, master key IKEv2
features, and learn how to apply them with Cisco FlexVPN. IKEv2 IPsec Virtual Private Networks offers practical design examples for many common
scenarios, addressing IPv4 and IPv6, servers, clients, NAT, pre-shared keys, resiliency, overhead, and more. If you’re a network engineer, architect,
security specialist, or VPN administrator, you’ll find all the knowledge you need to protect your organization with IKEv2 and FlexVPN. Understand IKEv2
improvements: anti-DDoS cookies, configuration payloads, acknowledged responses, and more Implement modern secure VPNs with Cisco IOS and IOS-XE Plan
and deploy IKEv2 in diverse real-world environments Configure IKEv2 proposals, policies, profiles, keyrings, and authorization Use advanced IKEv2
features, including SGT transportation and IKEv2 fragmentation Understand FlexVPN, its tunnel interface types, and IOS AAA infrastructure Implement
FlexVPN Server with EAP authentication, pre-shared keys, and digital signatures Deploy, configure, and customize FlexVPN clients Configure, manage, and
troubleshoot the FlexVPN Load Balancer Improve FlexVPN resiliency with dynamic tunnel source, backup peers, and backup tunnels Monitor IPsec VPNs with
AAA, SNMP, and Syslog Troubleshoot connectivity, tunnel creation, authentication, authorization, data encapsulation, data encryption, and overlay
routing Calculate IPsec overhead and fragmentation Plan your IKEv2 migration: hardware, VPN technologies, routing, restrictions, capacity, PKI,
authentication, availability, and more
The only guide to the CISCO Secure Access Control Server, this resource examines the concepts and configuration of the Cisco Secure ACS. Users will
learn how to configure a network access server to authenticate, authorize, and account for individual network users that telecommute from an unsecured
site into the secure corporate network.
The presence and use of real-time systems is becoming increasingly common. Examples of such systems range from nuclear reactors, to automotive
controllers, and also entertainment software such as games and graphics animation. The growing importance of rea.
Cisco ASA
Cisco Access Control Security
End-to-End Network Security
IKEv2 IPsec Virtual Private Networks
Cisco Secure Virtual Private Networks
Deploying Cisco Unified Presence
This is the eBook version of the print title. Note that the eBook does not provide access to the practice test software that accompanies the print book.
Access to the personal video mentoring is available through product registration at Cisco Press; or see the instructions in the back pages of your
eBook. Learn, prepare, and practice for CCNP/CCIE Data Center Core DCCOR 350-601 exam success with this Cert Guide from Cisco Press, a leader in IT
certification learning and the only self-study resource approved by Cisco. · Master CCNP/CCIE Data Center Core DCCOR 350-601 exam topics · Assess your
knowledge with chapter-ending quizzes · Review key concepts with exam preparation tasks · Learn from more than two hours of video mentoring CCNP and
CCIE Data Center Core DCCOR 350-601 Official Cert Guide is a best-of-breed exam study guide. Expert authors Somit Maloo and Firas Ahmed share
preparation hints and test-taking tips, helping you identify areas of weakness and improve both your conceptual knowledge and hands-on skills. Material
is presented in a concise manner, focusing on increasing your understanding and retention of exam topics. The book presents you with an organized testpreparation routine through the use of proven series elements and techniques. Exam topic lists make referencing easy. Chapter-ending Exam Preparation
Tasks help you drill on key concepts you must know thoroughly. Review questions help you assess your knowledge, and a final preparation chapter guides
you through tools and resources to help you craft your final study plan. The book also contains more than two hours of personal video mentoring from the
Pearson IT Certification Complete Video Course. Go to the back pages of your eBook for instructions on how to access the personal video mentoring
content. Well regarded for its level of detail, assessment features, and challenging review questions and exercises, this study guide helps you master
the concepts and techniques that will help you succeed on the exam the first time. This official study guide helps you master all the topics on the
CCNP/CCIE Data Center Core DCCOR 350-601 exam, including · Network · Compute · Storage Network · Automation · Security
Now fully updated for the new Cisco CAPPS 300-085 exam, Implementing Cisco Collaboration Applications (CAPPS) Foundation Learning Guide is your Cisco®
authorized learning tool for CCNP® Collaboration preparation. Part of the Cisco Press Foundation Learning Series, it teaches advanced skills for
designing, deploying, configuring, and troubleshooting Cisco Collaboration and Unified Communications applications, devices, and networks. Author Chris
Olsen shows how to effectively use Cisco Unity Connection, Cisco Unity Express, Cisco Instant Message and Presence, Cisco TelePresence Video
Communication Server, and Cisco TelePresence Management Suite in production environments. He begins by introducing the server platforms and overlays
that are the basis for all Cisco Unity Connection design and integration. Next, he presents in-depth coverage of a wide range of essential tasks–from
user configuration to voicemail redundancy, configuring Cisco Jabber Mobile, to provisioning Cisco Prime Collaboration. Each chapter opens with a list
of topics that clearly identifies its focus. Each chapter ends with a summary of key concepts for quick study, as well as review questions to assess and
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reinforce your understanding. Throughout, configuration examples and sample verification outputs illustrate critical issues in network operation and
troubleshooting. Whether you are preparing for the CCNP Collaboration certification exams or you are just interested in learning about how to deploy and
operate Cisco collaboration applications, you will find this book to be an invaluable resource. Shows how to integrate Cisco Unity Connection with Cisco
Unified Communications Manager or other PBXs Covers configuring Cisco Unity Connection users, templates, service classes, distribution lists, security,
LDAP, dial plans, and call management Walks through Unified Messaging single Inbox configuration Shows how to design, integrate, and configure featurerich branch office messaging solutions with Cisco Unity Express Explains Cisco Unified IM and Presence components, design, integration, deployment, and
feature configuration Covers Cisco Jabber and Cisco Jabber Mobile configuration Guides you through deploying Cisco Collaboration Systems Applications
with Cisco Prime Collaboration Introduces Cisco TelePresence Management Suite (Cisco TMS) capabilities and scheduling options This book is in the
Foundation Learning Guide Series. These guides are developed together with Cisco® as the only authorized, self-paced learning tools that help networking
professionals build their understanding of networking concepts and prepare for Cisco certification exams.
Written by Cisco "RM" CCIEs "TM, " Technical Marketing Engineers, and Systems Engineers who have real-life experience with Cisco "RM" VoIP networks,
this guide includes coverage of Virtual Private Networks (VPNs), admission control, security, fax and modem traffic, and unified messaging. Learn from
real-world scenarios.
Cisco Unity Connection The comprehensive guide to Cisco Unity Connection voice messaging system design, implementation, and troubleshooting David Schulz
Cisco Unity Connection presents all the concepts and techniques you need to successfully plan, design, implement, and maintain Cisco Unity Connection
voice messaging systems. For every stage of the system lifecycle, enterprise voice expert David Schulz offers clear explanations, practical examples,
realistic case studies, and best-practice solutions. The author begins by introducing Cisco Unity Connection’s core features, capabilities, and
components. Next, he provides thorough, step-by-step coverage of configuration, including users, contacts, call routing, dial plans, class of service,
and templates. You will find extensive discussions of user features and access, administration and maintenance, redundancy and backup, and much more.
Throughout, the author addresses many enhancements introduced in the new Cisco Unity Connection v8.5 software. This book concludes with a complete guide
to troubleshooting, including case studies that identify common deployment challenges and help you build real-world problem-solving skills.
Managing Cisco Network Security
AAA Identity Management Security
InfoWorld
Understanding and Deploying IKEv2, IPsec VPNs, and FlexVPN in Cisco IOS
Defense-in-Depth
Cisco CallManager Best Practices

In this book you’ll learn how to: Build a secure network using security controls Secure network perimeters Implement secure management and harden routers
Implement network security policies using Cisco IOS firewalls Understand cryptographic services Deploy IPsec virtual private networks (VPNs) Secure networks with
Cisco IOS® IPS Protect switch infrastructures Secure endpoint devices, storage area networks (SANs), and voice networks WRITTEN BY A LEADING EXPERT: Eric
Stewart is a self-employed network security contractor who finds his home in Ottawa, Canada. Eric has more than 20 years of experience in the information
technology field, the last 12 years focusing primarily on Cisco® routers, switches, VPN concentrators, and security appliances. The majority of Eric’s consulting work
has been in the implementation of major security infrastructure initiatives and architectural reviews with the Canadian Federal Government. Eric is a certified Cisco
instructor teaching Cisco CCNA, CCNP®, and CCSP® curriculum to students throughout North America and the world. informit.com/examcram ISBN-13:
978-0-7897-3800-4 ISBN-10: 0-7897-3800-7
This book is written in an easy-to-read style, with a strong emphasis on real-world, practical examples. Step-by-step explanations are provided for performing
important administration tasks. If you are Cisco Unified Communications administrators or engineers looking forward for advanced recipes to perform important
administration tasks, then this is the best guide for you. This book assumes familiarity with the basics of Cisco's Unified Communications Manager architecture.
Cisco NAC Appliance Enforcing Host Security with Clean Access Authenticate, inspect, remediate, and authorize end-point devices using Cisco NAC Appliance Jamey
Heary, CCIE® No. 7680 Contributing authors: Jerry Lin, CCIE No. 6469, Chad Sullivan, CCIE No. 6493, and Alok Agrawal With today's security challenges and threats
growing more sophisticated, perimeter defense alone is no longer sufficient. Few organizations are closed entities with well-defined security perimeters, which has
led to the creation of perimeterless networks with ubiquitous access. Organizations need to have internal security systems that are more comprehensive, pervasive,
and tightly integrated than in the past. Cisco® Network Admission Control (NAC) Appliance, formerly known as Cisco Clean Access, provides a powerful host security
policy inspection, enforcement, and remediation solution that is designed to meet these new challenges. Cisco NAC Appliance allows you to enforce host security
policies on all hosts (managed and unmanaged) as they enter the interior of the network, regardless of their access method, ownership, device type, application set,
or operating system. Cisco NAC Appliance provides proactive protection at the network entry point. Cisco NAC Appliance provides you with all the information
needed to understand, design, configure, deploy, and troubleshoot the Cisco NAC Appliance solution. You will learn about all aspects of the NAC Appliance solution
including configuration and best practices for design, implementation, troubleshooting, and creating a host security policy. Jamey Heary, CCIE® No. 7680, is a
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security consulting systems engineer at Cisco, where he works with its largest customers in the northwest United States. Jamey joined Cisco in 2000 and currently
leads its Western Security Asset team and is a field advisor for its U.S. Security Virtual team. His areas of expertise include network and host security design and
implementation, security regulatory compliance, and routing and switching. His other certifications include CISSP, CCSP®, and Microsoft MCSE. He is also a Certified
HIPAA Security Professional. He has been working in the IT field for 13 years and in IT security for 9 years. Understand why network attacks and intellectual property
losses can originate from internal network hosts Examine different NAC Appliance design options Build host security policies and assign the appropriate network
access privileges for various user roles Streamline the enforcement of existing security policies with the concrete measures NAC Appliance can provide Set up and
configure the NAC Appliance solution Learn best practices for the deployment of NAC Appliance Monitor, maintain, and troubleshoot the Cisco NAC Appliance
solution This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco Press help networking professionals secure critical
data and resources, prevent and mitigate network attacks, and build end-to-end self-defending networks. Category: Cisco Press–Security Covers: End-Point Security
"Configuring Cisco IP Security" covers the full range of Cisco Secure hardware and software solutions--including PIX Firewall, Intrusion Detection System and
Authentication Agent--to help engineers and administrators protect their ISPs, corporate networks and e-commerce sites. 50 illustrations, 70 screen shots, 10
worksheets.
CCNA Security Exam Cram (Exam IINS 640-553)
All-in-One Firewall, IPS, Anti-X, and VPN Adaptive Security Appliance
Cisco ASA Configuration
Computer Telephony Encyclopedia

As a final exam preparation tool, the CCNP Security VPN 642-648 Quick Reference provides a concise review of all objectives on the new CCNP Security VPN exam
(642-648). This eBook provides you with detailed, graphical-based information, highlighting only the key topics in cram-style format. With this document as your
guide, you will review topics on deploying Cisco ASA-based VPN solutions. This fact-filled Quick Reference allows you to get all-important information at a glance,
helping you to focus your study on areas of weakness and to enhance memory retention of essential exam concepts.
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